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What does good look like?

Steps to resilience

What does bad look like?

Business impacts

Regulations



Regulations
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Fines up to 

2%
of global 
turnover

Risk to Economy

New standard for best practice

UK Bank fined £48.65m for 
operational resilience failings

DORA: Act allows for criminal 
penalties to be imposed on 

management

NIS2: CEOs or legal 
representatives can be 

suspended

Operational Resilience Regulations



Business impacts
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Business impacts of cyber attacks

Est. average annual 
cost of a Cyber Attack in 

2024 

2.5x
increase in attacks

23
days, average recovery after a 
ransomware attack

25%
share of malicious attacks that rendered 
systems inoperable

57%
of organizations raised their product or 
services prices due to a breach
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Data is Under threat

85%
not able to fully restore data from 
back up after an attack

66%
of breaches were not identified by 
the organization's internal security 
teams and tools

49%
of Cyber Attacks are 

ransomware (24%) or 
destructive (25%)



What does bad look like?
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Predict attacks
Cyber-attack prevention

Respond to cyber-attacks

Data
Resilience

Secure data copies
Active and Dormant threat scanning

Business recovery

IBM Cyber Resiliency Assessment Tool (CRAT)
Understand your blind spots

Cyber
Security

SIEM
QRadar, Splunk etc

Minimize/eliminate downtime
Protect from infrastructure failures

Avoid data loss from disasters

Data
Protection
Disaster Recovery 

(DR) Strategy

Is your business resilient?
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Data Encryption/Destruction over time

Ca
pa

ci
ty

Time (hrs)

2.5PB

1.25PB

1TB

Recovery speed AND amount 
of data to recovered are 
crucial to business recovery

24 Hours
2.5PB data
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ATTACK 23 DAYS

DETECT RESPOND

RECOVER

Zero

Seconds

Minutes

Hours

10 Hours
3 days

1 week

2 weeks

2 days1 day

Impact timeline
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6:00 9:00 12:00 15:00 18:00 

SnapshotsProduction
workloads

Cyber Security

Without
Data Resilience

Backup
All production workloads 

stopped and corrupt
Nothing to 

recover from



Steps to resilience
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A U T O M A T I O N

Simplified operations plus ability 
to test and prove recoverability
Integration between Cyber 
Security & Cyber Resiliency

R E C O V E R Y

Rapid operational recovery in 
seconds, minutes, hours
Avoid paying ransoms

D I S C O V E R Y

Find active threats
Find & prevent dormant threats

I M M U T A B I L I T Y

Recoverable data points
Incorruptible, data can not be 
deleted

S E C U R I T Y  &  D A T A  
P R O T E C T I O N

Predict, prevent, and respond 
SOC Integration
Protect from infrastructure 
failures and Natural disasters

Steps to Data Resilience
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Full
Company
Recovery

All workloads including non-critical 
workloads for back-office etc. 

Minimum
Viable

Company
Workloads that are making the business 

money every second of the day

Threat discovery
Mins/Hrs/days

Recovery time
Secs/Mins/Hrs/days

Data retention
Days/weeks/months

Storage medium
Primary/Secondary

Critical
workloads

Non-critical
workloads

Operational resilience priorities



What does good look like?
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Data Encryption/Destruction over time

Ca
pa

ci
ty

Time (hrs)

2.5PB

1.25PB

1TB

What if you knew the problem here?
Discover in <1 min,
only 1.7TB impacted 1.7TB will recover MUCH faster than 2.5PB

Recovery speed AND amount 
of data to recovered are 
crucial to business recovery

24 Hours
2.5PB data
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ATTACK

DETECT

RESPOND

RECOVER

Zero

PREVENTION

Detect dormant threats 
before they become active

Active threats

Automation

Minimized

23 DAYS

Seconds

Minutes

Hours

10 hours
3 days

1 week

2 weeks

2 days1 day

Prevent and minimize operational impacts



19Copyright © 2024 IBM

Backup

Request action

Isolate workload

Recover clean copy

6:00 

Clean room

Deep scan

9:00 12:00 18:00 

SOAR Playbook

Secure immutable copies
discovery scanning and clean room

Production
workloads

Inline Data Corruption detection QRadar SOAR

With IBM
Data Resilience

Minimum Viable 
Company

Metadata
Machine Learning

corruption detection

Disruption minimised
rapid recovery

15:00 
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Recovery
Biz Impact 
Mitigation

Secure
Copy

Assured 
Recovery

Active
threat

Detection
Minimize 
Impact

Dormant 
threat 

detection
Prevention

Detect in
Seconds

VM & Volume

On
Array

Vols in secs

Scan on 
recovery

Pre-attack 
performance

1 to many/
day

GOLD / 
MVCIBM Storage
FlashSystem

Impact prevention & Recovery from Attacks

Automation & 
Threat Index

Simplicity

Security 
Tools

Integration
Simplicity

Biz recovery in 
mins to hrs

Consolidated 
Alerts

Increased 
Threat 

Intelligence

IBM Storage
Defender

Copyright © 2024 IBM
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Recovery
Biz Impact 
Mitigation

Secure
Copy

Assured 
Recovery

Active
threat

Detection
Minimize 
Impact

Dormant 
threat 

detection
Prevention

Impact prevention & Recovery from Attacks

Automation & 
Threat Index

Simplicity

Security 
Tools

Integration
Simplicity

Detect in
Seconds

VM

On
secondary

Instant Mass 
Restore 

k’s of VMs

Perf. 
compromise 
until vMotion

After backup + 
Repeated cycle

SILVER / 
SECONDARY

Biz recovery in 
hours

Consolidated 
Alerts

Increased 
Threat 

Intelligence

IBM Defender
Data Protect

IBM Storage
Defender
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Recovery
Biz Impact 
Mitigation

Secure
Copy

Assured 
Recovery

Active
threat

Detection
Minimize 
Impact

Dormant 
threat 

detection
Prevention

Impact prevention & Recovery from Attacks

Automation & 
Threat Index

Simplicity

Security 
Tools

Integration
Simplicity

After backup/
none

Copy On
Secondary (not 

all secure)

Hours to weeks
(instant up to 25VM’s, 
100’s unavailable for 

hrs/days)

Perf. compromise 
until restored to 

primary (hrs/days)

Once after
backup

BRONZE / 
NON-IBM BACKUP

Biz recovery in 
days to weeks

Consolidated 
AlertsNON-IBM
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Recovery
Biz Impact 
Mitigation

Secure
Copy

Assured 
Recovery

Active
threat

Detection
Minimize 
Impact

Dormant 
threat 

detection
Prevention

Detect in
Seconds

VM & Volume

On
Array

Vols in secs
Scan on recovery

Pre-attack 
performance

1 to many/
day

After backup/
none

Copy On
Secondary (not all 

secure)

Hours to weeks
(instant up to 25VM’s, 100’s 

unavailable for hrs/days)

Perf. compromise 
until restored to primary 

(hrs/days)

Once after backup

GOLD / 
MVC

BRONZE / 
NON-IBM BACKUP

IBM Storage
FlashSystem

Impact prevention & Recovery from Attacks

Automation & 
Threat Index

Simplicity

Security 
Tools

Integration
Simplicity

Biz recovery in 
mins to hrs

Consolidated 
Alerts

Increased Threat 
Intelligence

Biz recovery in 
days to weeks

Consolidated 
Alerts with some

Detect in
Seconds

VM

On
secondary

Instant Mass 
Restore k’s of VMs
Perf. compromise 

until vMotion

After backup + 
Repeated cycle

SILVER / 
SECONDARY

Biz recovery in 
hours

Consolidated 
Alerts

Increased Threat 
Intelligence

IBM Defender
Data Protect

IBM Storage
Defender

NON-IBM




	IBM Storage for �data resilience�
	Slide Number 2
	Slide Number 3
	Slide Number 4
	Slide Number 5
	Slide Number 6
	Slide Number 7
	Slide Number 8
	Slide Number 9
	Slide Number 10
	Slide Number 11
	Slide Number 12
	Slide Number 13
	Slide Number 14
	Slide Number 15
	Slide Number 16
	Slide Number 17
	Slide Number 18
	Slide Number 19
	Slide Number 20
	Slide Number 21
	Slide Number 22
	Slide Number 23
	Slide Number 24

